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National Cyber Security Authority
N.5086/2024

ApOpo 3 - 20otaon EBviknc Apxnc KuBepvoaodaAerog

>UOTHAVETOL VOULKO TtpOowrto dnuooiou Sikaiou (N.M.A.A.) pe tnv enwvupia «EOvikA Apxn
KuBepvoaodalelac» (APXF']L- Mo TG oxeoeLg tng Ue tnv aAlodarr, n Apxr XPNOLUOTIOLEL
v enwvupla «National Cybersecurity Authority (NCSA)». H Apxnl emomteVeTAl QMO TOV
Yroupyo Wndrakng AtakuBEpvnong kat edbpevel otnv ABRva.

ApOpo 4 - ZKOTOG Kol APHOSLOTNTES

2KOTOC TNG ApXNC €ival n opydvwon, o ouvrova.égo_, n edpappoyn Kat 0 EAEYXOG EVOG
OAOKANPWHEVOU TTAQLGIOU OTPATNYIKWY, HETPWV KO OPACEWV yla TNV entitevén uPnlAov
erunedbov  KuBepvoaoddalelag otn Xwpa, ot eninedo mnpoAnYng, mpootaciag,
OLTLOTPOTIAG, EVIOTILGHOU, OWTLUETWILONG, OUTOKATACTAONG KOl OVAKOUYPNG oo
KuBepvoemIOEoELC.

ApOpo 5 - Opyava doiknonc
H Apxn Slotkeital armo tov Atotkntn Kol Touc YIodLoKNTEC.
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National Cyber Security Authority
N.5086/2024

ApOpo 4 - ZKOTOC KoL APUOSLOTNTEC
2. a TNV ekmMARNPwaon Tou okomou tng N Apxn Woilwc:

0) AapBavel, 1Olwg, TEXVIKA  UETPA  QATOTPOTNC  KOL  QVILUETWIILONG  TOU
KUBEpVOEYKANUOTOC O cuvepyaoia e AANEC aPUOOLEC APXEC KOl UTINPECLEG, Kal LOlwg
ue tnv EAAnvikn Actuvopia.

B) MNapakolouBei to cuvoAkd emimedo aocdAAeLaC TOU KUPBEPVOXWPOU OTN XWPO Ko
npoAapBavel, mpootateVel, cUVTOVI(EL KOl CUPBAAAEL OTNV QAVTILUETWTILON ATTEIAWY KoL
KuBepvoemiBeoewy, kaBwg Kal otn dlaxeiplon MeEPLOTATIKWY ooPpaleiag, HeTALU
aAAwv, pe tn Aewtoupyia tou Evomoinpevou SOC, tou EBvikou Atktuou SOC kol TNG
Opadac Amokplong ocuppaviwv otov kuPepvoxwpo (CSIRT), oe ocuvepyaocia HE TIC
OUVOPUOOLEG yla TNV KuPepvoaodhalela apxec oe €OVIKO, evwolako Kol OleBvec
entimedo yla TNV enitevén twv €Bvikwv otoxwv ywa tn dtacdaAion vPniou emnumedou
aopaleiag, KaBwC KoL yw TNV TPOAOTILON TWV OTOUKWYV OLKALWUATWY OToV
KUBEpPVOXWPO.
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National Cyber Security Authority
N.5086/2024

ApOpo 4 - ZKOTOC KoL APUOSLOTNTEC
2. a TNV ekmMARNPwaon Tou okomou tng N Apxn Woilwc:

ly) Kataptilel 1o EBvVikO 2xE6L0 Ektaktng Avaykng, cUUBAAAEL oTtnv ekmovnon tou EBvikou
2xedlou Armotiunong Kwduvwv Zuotnuatwv Texvoloyiag MAnpodoplkng Kot
Emikolvwviwy, Ta omoia poBAEmovTal otnv mep. y) Tou apbpou 22 Kal oto apBpo 29
Tou v. 5002/2022 (A’ 228) avtiotowxa, Kol Katoptilel To EOVIKO IXESL0 AVTLUETWTTLONG
MNeplotatikwy Kal Kploewv otov KuBepvoxwpo, ta omoia urtoBAAAEL TPOC EYKPLON OTNV
Ertitporry Zuvtoviopou yia Bpata KuBepvoaodaAelac.

16) Amotelel to eviaio onueio avadopdc OXETIKA HE AMEWNEC Kol OUpPavta otov
KUBEPVOXWPO, CUANEYOVTOC Kall 6Lau0LpdCovraq Tt)\r]pocbopieq TPOC AAAOUG 6nuéotouq
Kol WOWwTIkoUC dopeilc, o€ ouvepyaota LE aMeq QPXEC, O €OVIKO, EUPWTAIKO Kol

OleBveg emimedo, ywa tnv OLVLXVEUOI’], OUYKEVIPpWON Kol avaduon Oedopévwv mou
oxetilovtal pe aneO\eq KOLL TLEPLOTALTLKAL OTOV KUBEpvoxwpo.
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National Cyber Security Authority
N.5086/2024

ApOpo 4 - ZKOTOC Kol APHOSLOTNTEC

2. o TNV ekmMARNPwaon Tou okormou tng N Apxn Woilwc:

Le) Mapexel KATEVOUVTNPLEC YPOLUEC KOl OECHEUTIKEC OONYLEC yla TNV QVILLETWTILON
KUBepvoamelAwv o€ dNUOCLOUG Kal LOLWTLKOUC POPEL, OE CUVEPYQOLO HE TIC KATA
neEpmTwon opuodleC apxec kat tnv  Empomn ZuvtoviopoU vyl Bgpata
KuBepvoaodalelag.

wot)Evnuepwvel, xwplc kabBuotépnon, tnv Emtpomny Zuvioviopou  ylot  Bgpata
KuBepvoaodalelag o meplmtwon €€AlPETIKOU OUUPAVTOC TIOU EVEXEL OTPATNYLKO
Kivouvo.
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National Cyber Security Authority
N.5086/2024

ApBpo 10 - Opyavwon kot dtapBpwon

2. 2tnv Apxn Aettoupyouv

Kevtpo Emxelpnocwv KuBepvoaodalelac (Security Operations Centre),
Ouada Antokplong 2upBaviwv otov KuBepvoywpo (CSIRT), kaBwc Kall
Epyaotrplto AvaAucewv, Aokitpwv kat Epeuvwv (Forensics & Testing Lab).
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AwokuBEpvnon kuBepvoacdalAeilac otnv EAAada
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Evortownpevo Kevrpo Avadopag KuBepvoaodaleiag (SOC)
EOviko Aiktuo SOCs
EU Cross Border SOC Other SOCs
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EU Coordinated Response
to Large Scale Cyber Incidents

Political Level
Blueprint for coordinated response
to major cyber-attacks

Operational Level
Cyber Crisis Liaison Organisation Network
( CyCLONe))

Technical Level
CSIRTs Network ° .. . NETWORKEE
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Cyber Threat Landscape

Threat Landscape
Incidents



Threat Landscape Overview

TOP 10 EMERGING CYBER-SECURITY THREATS FOR 2030
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Overall

2024
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1

Reported
incidents

v Energy

v Transport

+ Banking

«+ Finance

« Health

« Drinking Water Supply & Distribution

v Digital infrastructure

v Communications

« Trust and identification services

~ Digital services

« Government services
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2022

2021

2020

2019

2018

2017

2016

2015

2014

2013

2012

1268 1083 555 483 185 175 183 159 138 146 95 77
Reported Reported Reported Reported Reported Reported Reported Reported Reported Reported Reported Reported
incidents incidents incidents incidents incidents incidents incidents incidents incidents incidents incidents incidents
m] [m]
Year: 2023 Year: 2023
Ne Incidents: 1268 (100% of total) Ne Incidents: 1268 (100% of total)
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Human errors: 13% @ Malicious actions: 36% Natural phenomena: 2% @ System failures: 50%
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Owerall Trend

EECC Article 40
Electronic communications
(formerly Article 13a)

noss’
819
EIDAS Article 19
Trust services

EIDAS Article 10
e-ID systems
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Impact per sector

Year: 2023
Me Incidents: 1268 (100% of total)
24
18
14%
12
9%
8
0
Banking Communications Digital
infrastructure
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Cyber incidents in Hellenic CRITICAL INFRASTRUCTURE (last 3 years)

Characteristics and trends:

v' 2022 reported incidents were quadrupled compared to 2021 incidents
v" The energy sector was at the center of cyber attacks in 2022, due to geopolitical instability
v 2023 reported incidents are almost doubled compared to 2023 incidents

v" The transportation sector is at the center of cyber attacks in 2023

17



Cyber incidents in Critical Infrastructure & Public Sector (2023)

Critical Infrastructure incidents (NCSA) Public Sector Incidents (National CERT)

Conclusions : &

v Double reported incidents in the public sector than in the critical infrastructures for the current year
v' DDOS, Phishing and Malware most common in Critical Infrastructures

v" Defacements, Data Breach and Ransomware most common in the Hellenic Public Sector
National Cyber Security Authority 18



NIS2

EU Directive for Networks and Information Systems
Security Measures



H O8nyia 2022/2555 (NIS 2)

ELoayWwYLKEC TAPOTNPNOELC

* JNMUOVTLKN EVIOXUON QMOLTNCEWV YLO:
e Tic appodiec EBvikEC ApxEC
e Toug urtoxpeouc Opyaviopoug

* Ynoxpswoelc AnPnc LETpWV
* Yrnoxpewoelg avadopac MEPLOTATIKWY

* JNMAVTLKA EVOUVAUWON TOU MAALoLoU EAEYXwWV, ETOTTELAC Kol ETILROANC
* BaolkEC ovTOTNTEC: ex ante & ex post EAeyyol
* JNUOVTLKEG OVTOTNTEG: LOVO ex post EAeyxoL

* Epdaon otnv avtailayn mAnpodopLwy Kot TV EMLKOVWVIA HETAEU
Opyoviopwv Kot EBvikwv Apxwyv, KoBwc Kat SLEL pwTAiKAC cUVEPYAOLOC

* Epappoyn: 18 OktwBpiov 2024

National Cyber Security Authority
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NIS2 - Sectors

Annex 1 -

Annex 2 -
Il k - Other Critical

Sectors of High
Critical Ity HEALTH ENERGY TRANSPORT Sectors
6 DIGITAL
INFRASTRUCTURES
é‘ (INCLUDING ISP
DRINKING AND CLOUD)
WATER

MANUFACTURE
< PRODUCTION AND
DISTRIBUTION OF
CHEMICALS

Digital Operations
Resilience Act
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' COOPERATION

S NIS2 - Security Measures  \

Top Management Commitment and Accountability (Aéopeuon kot YreuBuvotnta tng avwtatng dloiknong)

Network and information security policy (MoAttikry acpaArelag SIKTuwv Kot TAnpodopLwV)
Risk management Policy (MoAwtikn Staxeiplong kKivduvwv)

Asset Management (Alaxeiplon mepLOUCLAKWY OTOLXELWV)

Human Resources Security (Aodpaiela AvBpwritvou Auvapikol)

Basic cyber hygiene practices and security training (BaolkEC TPOKTLKEG UYLELVG OTOV KUBEPVOXWPO Kot ekmaidevon achaleLac)
Access Control (EAeyxoc mpooBaong)

Supply Chain Security (Aodpaleila Edodiaotiknc AAuoidac)

O 0 N O U s W N E

Security in network and information systems acquisition, development, and maintenance (Aopalela SIKTUOU Kal amoOKTNoN, AVATTUEN
Kall ouvtripnon MANPOPOPLOKWY CUCTNUATWV)

10. Cryptography (Kpumntoypdadpnon)

11. Incident Handling (Xelplopog Meplotatikwy)

12. Business Continuity and crisis management (Emyxelpnotloakn ouvexela kot dStaxeiplon kploswv)
13. Environmental and physical security (MeptPaAlovtikn kat puotkr) achaieLa)

< Cyber hygiene measures

National Cyber Security Authority 22
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National Cyber Security Authority
Cybersecurity Handbook
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EAAHNIKH AHMOKPATIA
YNOYPIEIO YHOIAKHE AIAKYBEPNHIHE

EONIKH APXH KYBEPNOALQAAEIAL

AIEYOYNIH ITPATHIMKOY IXEAIAIMOY KYBEPNOAIOAAEIAL
TMHMA ANAITHIEQN KAl APXITEKTONIKHE ALOAAEIAL

ErXEeiPiaio

KYBEPNOAXZOAAEIAZ
CYBERSECURITY
HANDBOOK

-

oy iy o

iy

o """‘-‘fnrw n 8pdion TOU Emop,

et "wb::., ™ Emoses yyza Sersmy % a
HOG voy O XP0m, ey o) & rats

f HoAGvg

Tou -

ta Uk,
i Emoter s
CToy

BEATILTEZ NPAKTIKEZ MNA THN
NPOZXTAZIA KAITHN ANOEKTIKOTHTA
TON NAHPO®OPIAKQN IYITHMATON

YNOYPTEIO YHOIAKHI AIAKYBEPNHIHL
I0YNIOX 2021
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AHMOKPATIA

YNOYPIEIO VHOIAKHE AIAKYI
EGNIKH APXH KYBEPNOAIOAAEIAL

OAHIOxX
AYTOAZIONOMHIHI

THI KYBEPNOAIQANEIAZ
OPFANIZMON
(CYBERSECURITY

SELF ASSESSMENT TOOL)

National Cyber Security Authority
Cybersecurity Self-Assessment Tool

Fevika

To rapév epyakeio anotekel éva pny
Sixtvou xat rAnpodopuiv toug. To gf

1) Awixnon kuPepvoaodddeiag xat §
2) Kataypadri vhxol kat Aoytopxod
3) Aodalic napapetponoinon eonk
4) EAeyxoq eXTEAEONC MPOYPappdTWY
5) Maxeipion Aoyapuaopwv kat éAeyx(
6) AuBevxonoinon xpnotav

7) Aoddera Sixtiwy

8) Npootaoia anéd xaxéfouvio Aoyoy
9) Thpnon ket avdvon apxeiwy xard
10) Aoddrsia Sabixtvaxiv epappoy

National Cyber Security Authority
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O Opyaviopdg SuaBéter Swakpury opyavikry povad|
TANPOdOPLAKWY CLOTNUATWY.

O Opyaviopog €xet opioet OTéAEX6C TOUu WG LN
ovotnpdrwy (chief information security officer - CISO)
otpatnywoy emutédouv odnyuv yia Bépata kuf
napakohovBnon tou cuotipatog Siayxeiplong aodde
ouppopdwong tov Opyaviopoy HE TIG AVTIOTOXEG VC
KQU TO GUVTOVIORO TWV OTOXWV Tng KuBepvoaodddetag
Opyaviopou.

0 Opyaviopog mapéxet otov CISO 6Aoug Toug amapaitn
avBpwvoug TOPOUC yLa TNV AoKNoN TwV KaBnkovIwy
yia T S1atripnon g ERELPOYVWOIag Tou.

0 Opyaviopdg €xet opioet mpdowno we vnebBuvo Tpl
officer), pe okomé tnv efaopdhion emapkovg TP
ouppopdwan tou Opyaviopol pe ) vopoBeoia mepl
Xapaktipa.

0 O 16¢ évet evkaBibovoet ue Eekad TOOTO |

-

Epyaleio avtoa§ioAdynong tng kuBepvoacddadeiag Opyaviopwv

(Cybersecuritv self assessment tool)

Zuvolwr} BaBpoloyia

60,67%

BaBpoloyia: 60,67%
Erukwvduvétnra: 39,33%
K

MEDIUM RISK

UYKEVTIPWTLIKA ANOTEAECUATA

BaBj6g wpipbTTag Mok

oY

68%

30% 40% 50%

60% 70% 80% 90% 1009

1. Awoiknon
kuBepvoaoddeiag kat
Sayxeiplon emukivbuvétnrag

63%

adpoloyla: 63%
mukwbuvéTra: 37%
avéotaon: MEDIUM RISK

2. Kataypadr vAkol kat
Aoyioptkol

83%

BaBpoloyia: 83%
Eraxwbuvémnra: 17%
Kardoraon: LOW RISK

AnoteAéoparta ava Bepatikn evotnta

3. Aodalig
napaperponoinon
efomAlopol kat edpappoywv

25%

BaBpoloyla: 25%
Erukwuvémra: 75%
Katdotaon: CRITICAL RISK

4. Eheyxog extéAeong
TpoypappdTwy Kat
URNPECLOV

46%

Badpoloyla: 46%
Erukwduvomra: o4
Kavdoraon: HIGH RISK

5. Dayeipion Aoyapracpuwv
Kkat éAeyxog npdoPaong

79%

BaBpoloylia: 79%
Emuwduvomra: 21%
Kardotaon: LOW RISK
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NMAatdoppa AéloAdynong Emnedov KuBepvoaodaAerog

Median Rating 30 Days

—> 20

INTERMEDIATE

Go To Portfolio

Featured Report

Portfolio

; Collaboration
Get an overview of
collaboration across
your portfolio,
highlight touch-
points, and track
your collaboration

Getting Started

Progress

SUBSCRIBE

CREATE
ALERTS

INVITE
COMPANIES

CREATE
FOLDERS

CONFIGURE
REPORTS

Portfolio Risk Matrix

~

Criticality Action Plan

. Escalate
Contact
vendors about
unacceptable
findings

Tier 1 2
7 companies

Review
Investigate o
determine if
any action is
necessary

Tier 2 1
1 company

Monitor

No immediate
actonis
needed

Tier 3
2 companies

Low Risk Risk High Risk
900 250
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83 All Companies

Companies Compare

All Filters

Folder

Tier

Subscription Type

Security Rating

Industry

Country

Rating Type

Risk Vector Grade

Infections

Vulnerabilities

Open Ports

Public Disclosures

Software

Service Provider

Product

Product Type
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Collaboration Qutbaox
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NMAatdoppa AéloAdynong Emnedov KuBepvoaodaAerog
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i

Showing

companies
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e,

Tier 1

Subscription Type

Risk Monitoring

Risk Monitaring

Risk Monitaring

Risk Monitoring

Risk Monitoring

Risk Monitoring

Risk Monitoring

Risk Monitoring

Risk Monitaring

Risk Monitoring

Risk Monitoring

Risk Monitaring

Risk Monitoring

Risk Monitaring

Risk Monitaring

Risk Monitaring

Alerts
Companies \rm?
Filters.

Search fiiter options...

Q

Category
[ Informational Risk Vectors
[] MIST CSF Grades

[ Public Disclosures.

[ Breach Security Incident

[J General Security Incident

[] Otner Disclosure
[ Risk Vector Grades
[ Security Ratings

[ Vulnerabilities and Infections

Severity

[ @ increase
] @ Decrease
[ @ Critical Decrease

Date Range

+

Tiers, Folders, & Subscriptions +

Company

+

Y Rows Q +
Date Company Catagory Alert Folder
Parcent Change
07/03/2022 File Sharing 520 - 490
Patenlially Exploiled
Percent Change
07/03/2022 File Sharing 520 <> 490
Patentially Exploited
07/01/2022 Parcent Change @ €10 > 650 (6%) Territory Benchmark
Percent Change
06/28/2022 360 » 340 All Companies
Botnel Infections
Percent Change
06/28/2022 360 » 340
Batnet Infections
06/27/2022 Percent Change @ 500 > 630 (5%) Territory Banchmark
Percent Change 730 > 690 Territory Banchmark
Percent Change @ 340 > 360 (5%)
06/25/2022 Percent Change @ 340 > 360 (5%)
06/24/2022 Percent Change 720 - 680 Territory Benchmark
Percent Change 780 < 740 Territory Benchmark
06/23/2022 Percent Change @ 710 > 750 (5%) Tarritory Benchmark
06/23/2022 Percent Change 750 = 700 All Companies
Percent Change 750 = 700
06/22/2022 Percent Change 780 = 730 Territory Benchmark
06/22/2022 Percent Change @ 670 > 710 (5%) Territory Benchmark
06/22/2022 Percent Change @ 680 > 720 (5%) Territory Benchmark
Showing * rows y




National Cyber Security Authority
KuBepvntikn Ynnpeoia Mpootaciog lotoceAidwy

WAF Attack Traffic Summary WAF Attack Groups Detected Actions Applied to WAF Attacks
1 M @ Web Protocol Attack @ Alert
Edge Hits (999,035) 49% (2,013,518) 98%

388.2M total
Custom Rules Deny
(998,325) 49% (38.842) 2%

4 4 6 K @ SQL Injection
(27177)1%
ARt Edge Page Requests ® Penalty
(5,210) 0%
Local File Inclusion
(2,151) 0%
4.56 B Edge Bandwidth 13V
23Thou (Numbers in rules triggered) (Numbers in rules triggered)
WAF Attack Traffic Trends ¥
Traffic
Edge Hits v

M Al Traffic (388.2M)
W Attack Traffic (1M) 0.27 %

Hits/Sec

11 May 12:00 12 May 12:00 13 May

12:00 7 May 12:00 8 May 12:00 9 May 12:00 10 May 12:00
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l App Protection (224 8K) 40.57 %
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DoS Protecton (110.3K) 19.90 %
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[J Custom Rule 220079 A A ey
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State History for Service
Sun Jan 09 00:00:00 2022 to Mon Jan 10 07:17:12 2022

Ok RS I—— _ ...... :
Warning . P .:. ......
Unknown . ._ .......

Critical
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& & & &8 & &S
8 =3 338  §38
8 2= 883  §8%
8 =2 k2 & A8
3 28 888 838
5 §5 555 55§
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Mon Jan 10 07:17:12 2022

Ok :
Warning :
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(73.857%) 0d 23h 6m 27s
(0.000%) 0d Oh Om Os
(0.000%) Od Oh Om Os
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(0.000%) 0d Oh Om 0s
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State History for Service
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Warning Warning : (0.000%:) Od Oh Om Os
L ke B R R e T T G IeEE b e R - - - - -~ - - - Unknown : (0.000%:) Od Oh Om Os
Ceritical Critical : 18.030%:) 0d 13h 29m 28s
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Sun Nov 21 00:00:00 2021

Sun Nov 21 05:12:36 2021
Maon Nov 22 05:12:38 2021
Mon Nov 22 13:58:11 2021
Tue Nov 23 06:50:55 2021
Wed Nov 24 03:21:55 2021
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Fri Mov 26 06:42:24 2021
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Sat Nov 27 13:21:22 2021
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National Cyber Security Authori

Incident Reporting

incident.ncsa@mindigital.gr

EONIKH APXH KYBEPNOAIOANEIAE
NATIONAL CYBERSECURITY AUTHORITY of Greece

Ava@opda Tuppavtog Ac@dAsiag

EiSog avadopaq  Eniéfrs éva oroneio. Entiére éva ooiyeio.

Huepopnvia | KGVTE KAIK f) NATIOTE Vi VA ELOAYGYETE MEEPOUNVIA.

NAnpodopic Emxowwviag

Frotxeia Opyaviopod

Ovopa

ToAEpuwvo

MedBuvon

AevBuvon E-mail

Awtimv

EFroueia YnevBuvou Acdaheias Mnpodopuiv kat [ roweia Népyov Exrpooinou

OvopaTen@voo

©kan/ Titkog

TnAépwvo

BedBuvon E-mail

BiaBeoybmTa

EiSog unnpeoiag nov ennpedotnke

Tevixéc MAnpodopi

Katnyopia opyaviopod Oo.EBY. onw.y. Oamo

TojpEag mou EnnpedoTKE EnAEEre iva Entétre éva. Enetiynon
Yro-ropéac Enhéfre va

Yrnpecia mou ennpedomre

proTaTiKod

a O Axepadmra O

D Npoowmka [ Evaio®

O Awvwoto

11 Mepotanxon

o 1o [ |

Hpepopnvie: [/ /.
Yroypad:
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Thomas Dompridis

General Director of Operational Planning
National Cyber Security Authority
Ministry of Digital Governance

t.dompridis@mindigital.gr

https://mindigital.gr/kyvernoasfaleia
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